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Abstract

This report is based upon a workshop, called “Ciybst,” held at Sandia National Laboratories on 42330,
2008. Participants in the workshop came from omgtions both outside and inside Sandia. The preofitdee
workshop was that thinking about cyber securityrfr@ metaphorical perspective could lead to a deeper
understanding of current approaches to cyber defand perhaps to some creative new approachesdé\ wi
range of metaphors was considered, including thels¢ing to: military and other types of conflibiplogical,
health care, markets, three-dimensional spaceplysical asset protection. These in turn led tesic@aration
of a variety of possible approaches for improvigher security in the future. From the proposed apghes,
three were formulated for further discussion. Thegggroaches were labeled “Heterogeneity” (drawing
primarily on the metaphor of biological diversity)otivating Secure Behavior” (taking a market gestive
on the adoption of cyber security measures) anth&€Wellness” (exploring analogies with effortdnprove
individual and public health).
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This report is based upon a workshop, called “CyberFest,” held at Sandia National
Laboratories on May 27-30, 2008. The event was organized by the Strategic Studies
Department, Strategic Foundations Organization, Institutional Developmerr ©ént
Sandia. It was formally hosted by Robert Leland, Director of Computing atwbhe
Services, and held in support of a strategic planning effort he was leadingpBatsi in the
workshop came from organizations both outside and inside Sandia; background information
on the participants can be found in an appendix to the report.

Beginning on the evening of May 27, and continuing through May 28 and 29, participants
joined a variety of activities—written, simultaneous “brainstorming,” sukddviworking
team deliberations, and full-group discussions—all designed to elicit crdanhkeng about
the problems of cyber security. These activities were held on an unclass#igd\tn a
smaller, security-cleared subset of participants remaining on May 30 tleerfuclassified
discussions. (This report is based on the unclassified discussions; a separatksshiftet
annex will also be issued.) The working theme was the use of metaphors in thinking about
cyber security; the rationale for this theme is explained in the body ofpbe.re

The report is not a transcript of the workshop proceedings, but a paper derived from
written materials produced and notes taken during the workshop, post-workshop comments
on the draft from participant-reviewers, and some supplemental analysefenemces.
Workshop participants were promised individual non-attribution to encourage frankness, but
whatever is useful in the report can be credited to their contributions.

Lori Parrott managed the workshop preparations, both substantively and adrnvalgtrat
Judy Moore led development of the workshop design and agenda and helped organize the
output for use in the report. Tom Karas drafted the report.



This report is based upon a workshop, called “CyberFest,” held at Sandia National
Laboratories on May 27-30, 2008. Participants in the workshop came from organizations
both outside and inside Sandia. The premise of the workshop was that thinking about cyber
security from a metaphorical perspective could lead to a deeper understandingrdf curr
approaches to cyber defense and perhaps to some creative new approaches.

As Lakoff and Johnson concluded in 1980, metaphorical thought is unavoidable,
ubiquitous, and mostly unconscious. Exploration of the metaphors we use in the cyber
security domain may help improve our thinking and discussion in four ways. First, we may
gain a clearer understanding of the value and limitations of the concepts we Ipg@esl ma
from other domains into the cyber security domain. Second, trying out less common or new
metaphors may feed the imagination of researchers and policy developers. €taphors
that work particularly well might be developed into a whole new models or sets optonce
for approaching cyber security problems. Fourth, a metaphor serves a tipuristise --
bringing clearer understanding of abstract concepts from the field of &gty into
domains with which the non-specialist may be more familiar.

Workshop participants considered four scenarios illustrating difficult tineésted
problems of information confidentiality, integrity, and availability. Thesenarios included
exploitation of a software vulnerability leading to loss of information sesvita large
company, large-scale theft of proprietary information by a company eneplogs of a
valuable oil exploration submersible traced to design and test errors tragadntdnally?)
flawed hardware and software, and an un-attributable network attack leadingsterdisn
an air traffic control system. These scenarios illustrated not only a seturity issues, but
also the influence that implicit metaphors and issue framing can have on prohiletrodef
and solutions.

Next, a wide range of metaphors was considered, including those relatingaoyraitid
other types of conflict, biological, health care, markets, three-dimensjuaae,sand
physical asset protection. Metaphor examples that participants discudadd foctress,
cops and robbers, warfare, complex adaptive systems, ecosystem biodiversity, immune
systems, programmed cell death, disease prevention and health care, mankeeg)cesk
management, outer space, the US western frontier, the global environment, bgarkies,
martial arts, and military deterrence.

Discussion of these in turn led to consideration of a variety of possible approaches for
improving cyber security in the future. From the proposed approaches, three werated
for further discussion.

An approach labeled “Heterogeneity” drew primarily from the metaphor of bialogic
diversity. Computer systems may fail because of hardware softwaretfiat emerge only
when particular, unforeseen system states are reached—in analogy tocaaistabphes in
ecosystems—and homogeneous systems are more likely to fail completeilarlgim
computer networks in which all the components have the same vulnerabilitiesiaréoeas
attackers to bring down, but more diverse systems would deprive attackersapdsiuféirget



knowledge to do as much damage. What is more, systems comprising diverse handware a
software components would make it easier to confuse and deceive attackers.

It can thus be argued that diversity is one of the ways of “baking” security steEnsy—
designing them from the start to be more secure, as opposed to adding on secuiitysmeas
later. Moving toward more diverse systems would require both technical and policy
advances. Technically, human designed systems tend to converge to uniformitior€here
there is a need for new ways of creating software (and perhaps hardmaanents) that
automatically introduce diversity.

A second approach, “Motivating Secure Behavior,” took a market perspective on the
adoption of cyber security measures. The central concept is that many ofnbi@bilities
in current systems can be traced to human behaviors shaped by the structurgieésce
facing both suppliers and users of information technology. Therefore, the ovekad ta
make it easier for people to do the “right” thing and harder to do the “wrong” thing
Responsibilities (and therefore incentives) should be developed for and byndiffgstem
levels and actors: Individuals (e.g., US consumers, managers); Instifigigndicrosoft,
Universities); Government agencies (e.g., DOE, Sandia); Public Policy (e.gre€sng
Executive Branch, Agencies, Courts, States); and Standards bodies/associat

A disadvantage of this focus is that it is vague about exactly what technologeéspaes,
vendors, buyers, and users should be “incentivized” to create, sell, buy, and use.

The third approach was called “Cyber Wellness,” exploring analogies viottiseto
improve individual and public health. Its objective is to keep the population (of users and
networked systems) as healthy as possible: resistant to attacksntresitler stresses, wary
of dangerous environments, treatable if diseased, and able to limit contagiohs. Muc
responsibility for personal (local) wellness depends on individuals, but various ¢ével
corporate and public health management, from the local to the international, are equally
important. Numerous analogies emerged between human wellness mechadisms a
institutions on the one hand and actual or potential cyber security arrangementstberthe

An advantage of this approach is that it encourages thinking about the interactions of all
the components at all levels of the “health” maintenance system, ranginth&ondividual
who practices risky or less risky behaviors to the institutions who analyzel, imoalecially
underwrite, or incentivize behaviors. For these discussions, however, the group developing
the approach chose to pursue a vision of the future of computing in which users are
represented by “avatars,” or mobile software agents whose “health” is necnétod
maintained. In this way, each user has a direct incentive to keep his or herragatat i
health. Security is a distributed, rather than centralized, function. Althoughvitar'a
vision does imply a new approach to “baking” security into the computer netwoylstegrs
of the future, it is also true that mobile software agents and the computers ttiaehoace
a number of security challenges of their own.

Some final observations of workshop participants were that those responsilelifgr s
future directions for cyber security need to have a bold vision; develop a gradual
adoption/implementation strategy; accept and sustain a strategy throuigévitesly



gradual and evolutionary process that will ensue; and show benefits for users armyperat
not just push solutions that aren’t seen as beneficial outside the secukity wor

"% & % (

Metaphor may commonly be dismissed as a subject relevant only for humatitikessc
or literary critics, but not as one particularly relevant for speciatistgber security. The
premise of the workshop reported here, however, was that thinking about cybity secuar
a metaphorical perspective could lead to a deeper understanding of currentlzggptoa
cyber defense and perhaps to some creative new approaches.

Nearly 30 years ago, linguists George Lakoff and Mark Johnson began a book by arguing
that:

Metaphor is for most people a device of the paetagination and the rhetorical flourish—a
matter of extraordinary rather than ordinary larggiamost people think they can get along
perfectly well without metaphor. We have found,tba contrary, that metaphor is pervasive
in everyday life, not just in language but in thbtignd action. Our ordinary conceptual

system, in terms of which we both think and actursdlamentally metaphorical in natdre.
Among their conclusions were:

Conceptual metaphors are grounded in everyday experience.

Abstract thought is largely metaphorical.

Metaphorical thought is unavoidable, ubiquitous, and mostly unconscious.

Our conceptual systems are not consistent overall, since the metaphors used to
reason about concepts may be inconsistent.

We live our lives on the basis of inferences we derive via metdphor.

Much of the remainder of this report will illustrate these points.

Given that metaphor is our dominating theme, it may be useful to offer a definition of
metaphor. One scholar proposes the following:

In the cognitivelinguistic view, metaphor is defined as understagdine conceptual domain
in terms of another conceptual domain...Examplédhisfinclude when we talk and think
about life in terms of journeys, about argumenteims of war, about love also in terms of
journeys, about theories in terms of buildings,w@hbdeas in terms of food, about social
organizations in terms of plants, and many oth&monvenient shorthand way of capturing
this view of metaphor is the following: CONCEPTUAIOMAIN (A) IS CONCEPTUAL
DOMAIN (B), which is what is called a conceptual tagghor. A conceptual metaphor
consists of two conceptual domains, in which oneaa is understood in terms of another.
A conceptual domain is any coherent organizatioexpkerience. Thus, for example, we have

coherently organized knowledge about journeyswleately on for understanding life.

! Metaphors We Live By (Chicago: University of Chicago Press, 2003), p. 3. Originally published in 1980.
? Op.cit, pp. 272-273.
% Zoltan Kovecses, Metaphor: a Practical Introduction (New York: Oxford University Press, 2002), pp. 4-6.



In fact, the very notion of "cyber space” is itself a metaphor, and most corelaptgyrto
cyber security have been "mapped" into that realm from other domains.

Conscious awareness of the metaphors we use in the cyber security domainpmay hel
improve our thinking and discussion in four ways. First, we may gain a better undegtandin
of the value and limitations of the concepts we have mapped from other domains into the
cyber security domain. For example, Deborah Frincke and Matt Bishop have pointed out that
in the computer security field,

...the original and most commonly used metaphtréscomputer (or network) as a fortress,
the walls of which must be guarded against potebt@aches. This metaphor is useful, but
like all metaphors, it is not precise. Understagdime differences between the metaphor of a
fortress and the realities of securing a systeenusial to students understanding the

subtleties of computer security

Second, trying out less commonly used metaphors may feed the imagination. Analogies
from other domains that seem to apply to cyber security may lead to new idsalsifoy
problems. Even analogies that don't work well may suggest other ones that workbette
example, one workshop participant pointed out that a cyber "fortress” may haveanthoat
strong walls, but may also have wires running underneath the walls and catrythg
information that is supposed to be protected. Plus, additional, new kinds, of defensive
measure may be necessary. This is what is considered an ampliative usgpbome

Third, metaphors that work particularly well might be developed into whole new models or
sets of concepts for approaching cyber security problems. This poss#illitxsirated in
Section IV below. Fourth, a metaphor can work as a communication tool--bringingcabs
concepts from the field of cyber security into domains with which the non-spegialsbe
more familiar. A metaphor may heuristically help computer users undénstay they
should follow certain protective procedures. Or, a particularly powerful metapglot inelp
public policy makers understand how a new cyber security program would work, arid why
is important that they should support it.

Examples of all four of these potential benefits emerged during the workshop.

IIII# +’ _% .

The range of potential threats in the cyber world is as wide as our use of information
technology. (See Box 1 for a broad survey of the dangers.) Generally speakiigrahee
on cyber security usually refers to three characteristics of infaymayistems that need
protection:

* “Guarding the Castle Keep: Teaching with the Fortress Metaphor,” IEE Security & Privacy, May/June 2004, p. 69, available at
http://ieeexplore.ieee.org/iel5/8013/29015/01306975.pdf.

)*



1. Confidentiality—privacy of information and communications. In government this
might mean, for example, assuring access to classified information only by
authorized individuals. In commerce, it might mean the protection of proprietary
information.

2. Integrity—assurance that information or computing processes have not been
tampered with or destroyed. In the case of critical infrastructuagsfe example,
the power grid), loss of data integrity could take the form of destructiveictisins
to the system resulting in financial, material, or human losses.

3. Availability—assurance that information or services are there when nd2eeidl
of service attacks, which overload system servers and shut down websites, are
examples of interfering with availability.

Box 1: Cyber Security Threats

WHAT IS AT STAKE
Information technology (IT) is essential to the dayday operations of companies, organizations, and
government. People's personal lives also involvepding in areas ranging from communication with
family and friends to online banking and other hehed and financial management activities.
Companies large and small are ever more reliaht @ao support diverse business processes, ranging
from payroll and accounting, to tracking of invenytcoperation of sales, and support for research an
development (R&D)-that is, IT systems are increglsimeeded for companies to be able to operate at
all. Critical national infrastructures -- such hege associated with energy, banking and finance,
defense, law enforcement, transportation, wateesys and government and private emergency
services -- also depend on IT-based systems amriet; of course, the telecommunications system
itself is a critical infrastructure for the natid®uch dependence on IT will grow. But in the future
computing and communications technologies will dlsembedded in applications in which they are
essentially invisible to their users. A future petvasive computing” will see IT ubiquitously intated
into everyday objects in order to enhance theifulisess, and these objects will be interconneated i
ways that further multiply their usefulness. In gida, a growing focus on innovation in the futwval
require the automation and integration of varicervises to provide rapid response tailored to #eds
of users across the entire economy.

The ability to fully realize the benefits of IT dapds on these systems being secure -- and yey radlarl
indications of the size of the threat, whether aisged with losses or damage, type of attack, esgmce
of vulnerability, indicate a continuously worsenimgblem. Moreover, it is almost certainly the case
that reports understate the actual scope of tlathsince some successful attacks are not natieéd
others noticed but not reported.

The gaps between commercial practice and vulnétiabiln critical infrastructure are still wide.
Meanwhile, the ability of individuals, organizatgror even state actors to attack the nation's
institutions, its people's identities, and theilimalives in cyberspace has grown substantiatigiubstry
trends toward commoditization have resulted inrdagyets for focused attacks, making coordinated
attacks by hundreds of thousands of co-opted catipgragents practical for the first time in histor

Cont'd next page
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The potential consequences of a lack of securityberspace fall into three broad categories. isrite
threat of catastrophe -- a cyber attack, espedialipnjunction with a physical attack, could résal
thousands of deaths and many billions of dollardashage in a very short time. Second is frictiarah on

allow adversaries (in particular, criminals) torext billions of dollars in fraud and extortionand force
businesses to expend additional resources to défienaselves against these threats. If cyberspeee it
become more secure, the citizens, businesses caedngnents of tomorrow will continue to face simila
pressures, and most likely on a greater scaledTbémcerns about insecurity may inhibit the userdh the
future and thus lead to a self-denial of the besdéffiat IT brings, benefits that will be neededtf@ national
competitiveness of the United States as well agdtional and homeland security.

THE BROAD RANGE OF CAPABILITIES AND GOALS OF CYBER ATTACKERS

A very broad spectrum of actors, ranging from lbaekers to major nation-states, poses security tskhe
nation's IT infrastructure. Organized crime (edgug cartels) and transnational terrorists (anctest
organizations, perhaps state-sponsored) occupgi@ren between these two extremes, but they ame mo
similar to the nation-state than to the lone hacker

High-end attackers are qualitatively different frothers by virtue of their greater resources -- eyomalent,
time, organizational support and commitment, aralggor hese adversaries can thus target vulneiabist
any point in the IT supply chain from hardware fasition to end uses. Furthermore, they are ustidiyly
capable of exploiting human or organizational weslses over extended periods of time. The bottognidin
that the threat is growing in sophistication aslwelin magnitude, and against the high-end attackany
current best practices and security technologiesuatrto little more than speed bumps -- thus réogiir

Division on Engineering and Physical Sciences, dieti Research Council of the National Academies
(Washington: National Academies Press, 2007), gh.Available at
http://www.cyber.st.dhs.gov/docs/Toward a_Safer Muate Secure Cyberspace-Full_report.pdf

important economic and security-related procesBagay, insecurities in cyberspace systems and mk$wo

additional fundamental research and new approasheh,as a greater emphasis on mitigation and eegov

Seymour E. Goodman and Herbert S. Lin, eds., Toweédfer and More Secure Cyberspace (Committee (
Improving Cybersecurity Research in the Unitedé&a€omputer Science and Telecommunications Board

To encourage some concreteness in metaphorical discussions of cybéy,decuri
scenarios of cyber security problems were presented to the workshop pasgidtaenht of
these scenarios essentially represented one or more of the above threseaytigrrisks,
although they were not framed that way. What turned out to be interesting about the
scenarios was that they not only illustrated the kinds of problems that cybetysecuri
personnel worry about, but they also illustrated two important characteristies miuch of
the discourse on this subject (as well as most discourse on most subjects). That is, fi
metaphors are hard to avoid, even if we are not consciously using theBecondhow a
problem is framed frequently implies certain kinds of solutionswhile implicitly
reducing the likelihood that others will be considered.

n
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Cyber Challenge —Detecting the Zero Day Attack
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In this scenario, the victims los@ailability of their information (and, if the record
damage is permanent, lossimegrity as well) The idea of “zero day” is that attackers are
able to discover and exploit the hidden vulnerability before the victims can learnaaldout
fix it. The mystery of the origins of the attack leaves open a range of mesapre the
attackers vandals, industrial saboteurs, thieves, terrorists, or a natiotelympieparing for
some broader conflict? Because known “best practices” cannot detect thabilityen
advance, and because the attack comes without warning, the implied solutions would seem to
fall into two categories:

a. build future information systems that are somehow inherently less prone to such
vulnerabilities, or

b. build resiliency or redundancy into existing systems so that they mightdesl m
gracefully and recover more easily.

During the workshop, category “a)” received more discussion.
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Cyber Challenge Scenario -Insider Threat
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The implied metaphor in the second scenario is that of the fortress holding valewasle it

that are stolen by a person inside the fortress. The loss in this scenari®fs tha

confidentialityof information. A useful observation to be made about this scenario is that

while it is possible to imagine technologies that make it more difficalotthe “wrong”
thing (thus far, technologies appear to have maeasie), in the end human beings are
crucial components in information systems. Some humans will make mistakesothleits
will intentionally steal or inflict damage. But humans will have to be trusteoihgsds the
technologies serve human purposes. Wider access to information systems nasgincre
vulnerability to losses afonfidentialityandintegrity; narrower access to only the most

trusted persons compromisagailability. > The perfectly secure environment will be a work-

free environment.

® In the workshop, some participants observed that in the cyber realm, the lines between “insiders” and “outsiders” is being blurred—
actors in various roles may be one, both, or either depending on the circumstances.
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Cyber Challenge Scenario —
Unknown Pedigree of Tools
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The concept of “pedigree” is itself a metaphor, applying the family tneee@d usually
used for humans, dogs, and horses. In this aasgyity is lost in both system hardware and
software components—which in turn leads to physical losses. It is uncleahi@oenario
whether the faults were accidentally or intentionally built into the componentsc&hario
illustrates the fuzzy line betweeealiability as a problem anskcurityas a problem. Of
particular concern to cyber security specialists is the potentialtitional, undetected
introduction of flaws at various links in the supply chain.

Workshop participants pointed out that even well-traced pedigrees may not ensutg. securi
"Trusted" components may nevertheless interact in untrustworthy wagksepdo correct
problems can introduce new problems; components may be surreptitiously changesitn tr
from one trusted party to another; or, pedigrees may be counterfeited. It isanatlcat
entity could be created that could reliably guarantee pedigrees.

One approach to the problem is to try to so control production processes that the
opportunity to introduce flaws is greatly reduced. Another is to try to mitigate tbstjabt
impacts of poorly “pedigreed” components.
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Cyber Challenge Scenario - Attribution
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In this case, loss of systeamailability results in serious loss of human life and economic
resources. If caused (or intentionally enabled) by a national governneeniethphor of
"warfare" would come to mind. If a non-governmental group intended to cause something
like the damage that occurred, the act would probably be called "terrorighe"attacks
were conducted by hackers intent on mischief, but not foreseeing the actuguentss,
the perpetrators would at least be considered to be "cyber criminals."Kshopr
discussions, the prevailing metaphor was "cops and robbers."

Implicit in characterizing the scenario as a problem of attribution, as opposed to aproble
of denial of service, is a focus on finding and punishing the perpetrators as a means of
deterring them or others from committing such acts in the future. As desirabbg agay be,
some workshop participants questioned whether the best cyber security resouatmall
would be toward solving the extremely difficult problem of ferreting out tlaelats, or
toward better securing critical information systems.

T %

As the National Academy report quoted in Box 1 points out, a broad spectrum of actors
poses even a broader spectrum of threats to the information technology infuestiacim a
public policy point of view, the question arises as to whether there is a specialfclass
"national security” targets that either pose special problems, or thatd¢dsheuld be
protected in different ways than other, civilian and commercial, targetsaiMibperational
command and control systems might constitute one such set of targets. Intelligen
information systems might be another. Systems for managing the nuclear weaapkpises
might be a third. From a Federal Government perspective, it might make seesg tioese
potential cyber security problems separately from others. They arecarttee of the
government’s defense and war-making capabilities. To some extent, thamatbn

)



systems maybe isolatable from the Internet or other broad networks. And, bibeause
potential consequences of attacks are so high, it may be worth applying technaltignpsol
that would be considered unaffordable in commerce or in other day-to-day govetnmenta
operations.

On the other hand, it can be argued that attacks on other critical infrastayciams
(e.g., the power grid, telecommunications, or financial operations) not directlgatedrto
military functions could cause as much damage to the nation as attacks oy-nalated
systems. In addition, , the national security arms of government cannot aftmndcentrate
solely on a narrow set of vulnerabilities, but have to protect the nation as a fatheleare
to protect themselves:

...[networked systems] have been incorporated intoailly every sector of the Nation’s
critical infrastructure — including communicationsilities, finance, transportation, law
enforcement, and defense. Indeed, these secton®wareritically reliant on the underlying IT
infrastructure.

Beyond economic repercussions, the risks to ouioNatsecurity are clear. In addition to the
potential for attacks on critical targets withirr daorders, our national defense systems are at
risk as well, because the military increasinglye®lon ubiquitous communication and the
networks that support it. The Global Informationd3iGIG), which is projected to cost as
much as $100 billion and is intended to improvetary communications by linking

weapons, intelligence, and military personnel tcheather, represents one such critical
network. Since military networks interconnect witiose in the civilian sector or use similar
hardware or software, they are susceptible to ahryevability in these other networks or
technologies. Thus cyber security in the civiliand anilitary sectors is intrinsically linked.

The spectrum of potential attackers may range from the teenaged vatigal to
sophisticated nation-state. And the nation-state determined to carry out axytisesf "
warfare" might have simultaneous access to a range of attack modes ndtygavnaiable
to lesser adversaries: a substantial cyber warfare R and D base, latggsafrhighly
skilled cyber "warriors," embedded spies or saboteurs, kinetic energisatia hardware or
personnel, and perhaps, latent hardware or software vulnerabilities introduced into
government procurement supply chains. This class of attackers might alsoticséapar
techniques not usually seen in the realm of day to day cyber crime and mi&2hidie
other hand, they might utilize frequently seen modes of attack (e.g., a botnedenial
service attack) to help evade attribution and retribution.)

IIIIII# & I% + 8

Participants in the workshop were asked to “brainstorm” a list of potentiaphmat
applicable to cyber security. They were asked, in addition, to identifying thecoromon
metaphors underlying current discussions of cyber security, to list as neny as they

® President’s Information Technology Advisory Committee, Cyber Security: A Crisis of Prioritization (Washington, DC: Executive Office of
the President, February, 2005), pp. 1-2. At www.nitrd.gov/pitac/reports/20050301 cybersecurity /cybersecurity .pdf.




could think of. The newer or rarer metaphors were then grouped into several categories t
facilitate further elaboration.

& %

As mentioned above, a common metaphor in cyber security is that of the fbAress.
valued body of information is held within a walled enclosure, perhaps encircled by,a moa
accessed by portals or gates, and guarded by watchmen assigned to keep out the
unauthorized. A second common metaphor is that of cops and robbers: criminals (or maybe
just vandals) break into the house and steal valuables. Forensic measures arertkien to t
them down, after which they are identified and legally prosecuted. A third comnmaphoe
is that of warfare: enemies, using various weapons and tactics, attack aod desatoy
property (or perhaps just commit espionage) in order to achieve some statdgic

8 %
9

Some cyber security metaphors come from the field of biology. A broad approach is to
think of cyber systems as instances of complex, adaptive systems—as oucalicgiems.
One example of such systems is the ecosystem: a complex system opgridetd species
in populations in a particular kind of environment. A concept drawn from ecosystem studies
is that of biodiversity: the idea that systems with diverse components aredikmymore
stable, resilient, and adaptable to change. This metaphor is utilized below (p.Bé) int
section on “Heterogeneity.” Another example is that of biological immustess, the
subject of a growing body of computer science literature and attempts tdshothie
mechanisms of immune processes systems can be imitated in hardware anée sgitgans.
A related metaphor is that of programmed cell suicide—apoptosis—in multicellular
organisms: computers might be programmed to recognize if they have becorteslinfet
detach themselves from their netw6rk.

& %

Numerous analogies between personal and public health measures and cyligr securi
measures can be imagined. These are not enumerated here because they waidze expl
more fully below in Section IV.

&

In many ways, of course, the Internet is a vast marketplace in which guwbdsraices are
being bought and sold continuously, even though it lacks the physical accoutrements of
traditional marketplaces. Hardware and software systems themasdasught and sold.

But the direction of this metaphorical exploration was to consider how market and economic
principles might be applied to cyber security problems. Given that the cyber “werld”

" See footnote 4.
8 See Steve Burbeck’s description at http://evolutionofcomputing.org/Multicellular/ApoptosisinComputing.html



subject to economic forces that have historically not led to highly secure systard one
imagine changes in economic incentives that might change thattrend?

Thinking from an economic perspective, then, could incentives be created that would
harness the self-interest of the participants in the market in ways that adlto greater
security? On the one hand, it would be desirable, if possible, to reduce the profitserom t
development and use of malware by cybercriminals. On the defensive side, asrciaihm
interests encounter increasing losses from cyber crime, incentives to @skanadty might
emerge without much external prompting. As losses cut further into profits, puscbase
computers and software might demand that manufacturers guarantee sorakdewetity in
their products. They might also be willing to pay higher prices for greatgslef security.
Insurers might offer indemnities for cyber related losses, provided thatitisosed adhered
to higher security standards or purchased security measures recommetitethbyrers.

Beyond the loss-induced changes in economic incentives, the Federal Government, taking
cyber security as a public good, might exert its ability to affect econiaceatives by using
taxation, subsidies, regulations, legislation, and purchasing power to encoutsge hig
standards of security in the market.

A related business concept is that of risk management, in which organizations (possibly
corporations, possibly government agencies) attempt to assess the sidkseherioritize
them, and take management measures appropriate to those risks: avoidance, reduction,
acceptance, or transfer. Each of these has a cost, which is weighed againsitied pot
losses. Workshop participants pointed out that although estimating the uncertauutiesd
is difficult in any case, business have the advantage that the assets th&ypgropect are
usually fungible—can be translated into financial gain or loss. In the cgey@ihmental
organizations, on the other hand, losses and costs of protection may not be fungible. For
example, a monetary insurance policy (transfer of risk) for the loss of argnoit
intelligence secret would not be feasible. Or, the political cost of an appazaaoh laf
security may outweigh any clear direct damage from the loss of a secret.

& "%

The term “cyberspace” was invented in 1982 by science fiction writer WiBd&raon, and
it became commonly applied to the Internet and the World Wide Web in the 1990's. Itis a
good example of how a metaphor—mapping of one domain (three dimensional space as
humans experience it) to another domain (computer networks)—has become so pervasive
that we scarcely even think of it as a metaphor any more. The newly formedrée Cyber
Command describes its mission in ways that imply that cyberspace is nojphoniet
concept, but just one more class of physical spaces that it calls “domains”:

® For a project on “An Economic Approach to Security,” see http://cs-www.cs.yale.edu/homes/ifleconsecurity.html#description ._For an
analysis of business incentives to invest in cyber security, see Lawrence A. Gordon,. Testimony for the House Committee on Homeland
Security's Subcommittee on Emerging Threats, Cybersecurity, and Science and Technology. 31 October 2007. “Incentives for Improving
Cybersecurity in the Private Sector: A Cost-Benefit Perspective.” http://homeland.house.gov/SiteDocuments/20071031155020-

22632.pdf




Cyberspace is a domain like land, sea, air andespad it must be defended. Although we've
been operating in cyberspace for a very long timéeesthe invention of telegraph, radio and
radar—we now conduct the full range of military cgt@ons in this domain. Just as the sea
domain is characterized by use of water to condpetations, and the air domain
characterized by operations in and through the spimere, the cyber domain is characterized

by use of electronic systems and the electromerl\:;layala'ctruml.0

Several variations on the spatial metaphor emerged during the workshop “braimgtormi
While the Air Force may perceive the sea domain as a place where napenations are
conducted, there are other ocean metaphors that can be applied to cyberspackbiais a g
domain across which many kinds of traffic (personal, commercial, civitamyjimove. To
varying degrees national users agree to “rules of the road,” but there islecseveyeign to
enforclela well-codified body of law. Military operations may be conducted,taswell as
piracy:

Another possible metaphor is that of outer space, through which many national (and some
international) satellites move continuously across national boundaries, providingty of
services. Satellites are vulnerable to various kinds of attack, the origins @b$evhich
might be difficult to determine. Defensive measures can be taken, but the advastagéose
be with the offense. Some countries (e.g., the U.S.) are more dependent on Saalties
than others, and therefore there are asymmetries in national vulnerabihteemakes
deterrence by threat of retaliation in kind problematic.

Some spatial metaphors may be more explicit about mapping the social, economic, and
political characteristics of the “source domain” to the “target domain.&xXample is the
Wild West or U.S. Western frontier metaphor:

Like all metaphors, the Western Frontier metaphiovides a particular perspective on the
object described. The metaphor constructs the-hgenas a version of the Western Frontier, a
historical phenomenon that glorifies individualétgd the benefits of minimal government.
Put slightly differently, the Western Frontier mghar suggests that the Internet will permit
everyone to live a modern, improved version of Acas westward expansion. Like the
American West, the unregulated Internet has inhertesracteristics that support unlimited

economic opportunity, equality, individual freedoamd even political Iiberty12

Another suggested metaphor was that of the global environment, with emphasis on the
“tragedy of the commons” (itself yet another metaphor). The emphasisiwre¢he

19 See hitp:/mww.afcyber.af.milllibrary/factsheets/facts asp?id=10784

11 cf. Aaron Turner & Michael Assante:

In modern times, the nearly ubiquitous availability of powerful computing systems, along with the proliferation of high-speed networks,
have converged to create a new version of the high seas--the cyber seas. The Internet has the potential to significantly impact the United
States' position as a world leader. Nevertheless, for the last decade, U.S. cybersecurity policy has been inconsistent and reactionary.
The private sector has often been left to fend for itself, and sporadic policy statements have left U.S. government organizations, private
enterprises and allies uncertain of which tack the nation will take to secure the cyber frontier.

“Freedom of the Cyber Seas,” at http://www.csoonline.com/article/329164/Freedom_of the Cyber Seas/ls

12 Alfred C. Yen, "Western Frontier or Feudal Society?: Metaphors and Perceptions of Cyberspace," Berkeley Technology Law Journal,
Vol. 17, 2003 Available at SSRN;: http://ssrn.com/abstract=322522 . Yen, however, argues that “Feudal Society” is a more appropriate
metaphor for the Internet than “Western Frontier”.




phenomenon that, while most of the actors in cyberspace have a common interest in the
maintenance and improvement of security, the incentives facing them individiaot
reward behavior that serves the common interest.

%

This group of metaphors also draws upon analogies to objects in the spatial (physica
world, but in narrower, more specific ways. The castle or fortress metaptoatuced above
(p. 10) falls in this category. One observation about castles is that not only daehgyt &b
maintain layers of physical protection, but they may operate at varying tEhaecurity (e.g.
portcullis up or down) depending on the level of threat; accordingly, there will bewinezs
normal levels of traffic in and out will be reduced. The same may apply to competierk
protection—the highest level of protection entails shutting down the system. Tlee cast
metaphor can also make more apparent other weaknesses of current approablees to cy
security: castles are reactive, immovable, inflexible, unable to adapt toattacks
(explosives made castles obsolete).

A bank might be seen as a version of the fortress—walls, vaults, guns, guardsngrotect
valuable objects (gold, currency, safe-deposit items.) In a way, however, benekiske
cyber-entities before there was cyberspace. Credit is a promise of casanksitoan out
more than they hold in actual currency. Since departure from the gold standart;ycurre
itself is a promise to pay something else. More and more finance is conductezhilalty,
and the objects to be protected are pieces of information, connecting buyers asd selle
owners and borrowers with numbers of “credits.” Such security featuresuaatacc
identification of actors, non-repudiation of transactions, and integrity of dataweoetant
to banking before banking moved into cyberspace.

Numerous analogies between banking and cyber asset protection wereesuggedits of
records help track assets. Trusted employees (insiders) can steabler #ealing. Protected
assets have to flow in and out to maintain the business. Where cyber securgytoelate
money, companies can write off or insure against financial losses. On the other hand, som
losses of information are irreplaceable (e.g., high value intellectuagnyay very
important government or military secrets).

The first session of the workshop was held in a hotel, and it occurred to some participants
that a hotel might be considered as a metaphor for cyber security issuedloMiad
features of security issues in the hotel business were cited as have @ossiixges to cyber
security:

The asset being protected at the hotel is the ability to sell/utilize rmomake a

profit.

Capacity planning takes place under dynamic situations (holiday travels esleans
etc.).

Hotels must innovate to survive, and meet the needs of customers; it is important to
know your brand and your customers (user of the asset—e.g., some times of year
your customers are parents of graduating students, other times vacatitiesss)



Hotels supposedly know who checked-in, but can’t know for sure who is using the
room (fake ID, sell/give your room key away to another person, 10 people sleep in
one room, etc.)

Hotels have some control (staff go into the room to clean every day and can notice
things amiss, cameras monitor hallways and elevators, some hotels requiteysom
to use the elevator).

The lowest-paid and least-educated employee is given the master key¢oratins

of the hotel.

Hotels have an implied sense of security that is not really all that valid.

There is a cost of doing business that is acceptable to hotels (stealing breaiteg
into mini-bar, room damage), etc. But they can handle this by charging your credit
card later for stolen items or damages.

6

Since cyber security is intrinsically a conflict issue, some partigmsked whether
“conflict” could really be considered a metaphor. Taken in its most abstress o€
opposition between two entities, perhaps it can’t be considered a metaphor. Even so, as soon
as the concept of conflict is further characterized, metaphors seem unavadidable
predominant metaphor is that of warfat®ut our ideas about warfare come from the
physical clash of military forces, involving soldiers (or sailors or amndnetic weapons,
delivery platforms and vehicles, or at least other tools for attacking or defesgiainst the
preceding. Ideas about strategy and tactics can be more abstract| detigéilfrom the
history of physical battle.

Another type of conflict is the competitive gaffiehe question was raised in the
workshop whether cyber conflict more closely resembled chess or poker. A ahesgrigh
in metaphors of combat, even in its playing pieces) involves strategies aosl, tatécks,
defenses, counterattacks, captures, sacrifices. These have counteryaes aowflict.
When the opponent is not a computer, attempts at psychological manipulation may be made.
However, the board, pieces, and allowable moves are always known to both sides (though the
calculations of the adversary can only be inferred). In poker, each sidéastdrfer some
period of time remains) uncertain about the cards held by the adversary as thve cards
remaining to be dealt. Secrecy and deception are parts of the game. Manyrgoelthat
cyber conflict is more like poker than chess.

The Chinese game of Go was nominated as another metaphor for cyber.cbndict
scholars of “netcentric” warfare have argued that

¥ For an early discussion of the pros and cons of the warfare metaphor, see Martin Libicki, Defending Cyberspace and Other Metaphors
(Washington: National Defense University Press, 1997), available at http:/stinet.dtic.mil/cqi-
bin/GetTRDoc?AD=ADA368431&L ocation=U2&doc=GetTRDaoc.pdf

 The categories of games and warfare frequently overlap. Military institutions “play” war games (sometimes using low or high-fidelity
simulations, sometimes using real military personnel and equipment on physical terrain) to test training and concepts. Many games, on
the other hand, either attempt to simulate warfare or make heavy use of military metaphors. The two categories share terms e.g.,
strategy, tactics, winning or victory, losing or defeat, stalemate.



The game of Go provides a better analogy for ccinfi the information age, especially for
irregular warfare and for networked types of cafiind crime at the low-intensity end of the
spectrum... The goal is to control more of thelbspiace than one’s opponent does. Once
emplaced, a piece exerts a presence in that ptré dioard, making it easier for the player to
place additional pieces on nearby points in thegse of surrounding territory. As a result,
there is almost never a front line, and action ta&g place almost anywhere on the board at
any time. The key battles are less for controhef¢enter than of the corners and sides (since
they are easier to box off)... Thus Go, in contrastttess, is more about distributing one’s
pieces than about massing them. It is more abaatctive insertion and presence than about
maneuver. It is more about deciding where to sthad whether to advance or retreat. It is
more about developing web-like links among neathtianary pieces than about moving
specialized pieces in combined operations. It isenadbout creating networks of pieces than
about protecting hierarchies of pieces. It is maiveut fighting to create secure territories than
about fighting to the death of one’s pieces. Furttiere is often a blurring of offense and
defense—a single move may both attack and defendtsineously. Finally, the use of
massed concentrations is to be avoided, espedaidihe early phases of a game, as they may
represent a misuse of time and later be susceptiileplosive attacks. This is quite different
from chess, which is generally linear, and in whittense and defense are usually easily
distinguished, and massing is a virtue. Future laagfwill likely resemble the game of Go

more than the game of chess.

Also suggested as a suitable metaphor was that of the martial arts.mbhgymoncept
here was the turning of the adversary’s attacks and strengths against him.

Conflict metaphors can serve numerous useful purposes in thinking about cyber security.
They stimulate thinking about longer-term strategic as well as immedaieal defense.
They invite exploration of the potential utility of deception in cyber defensekhsisv
offense’® (Some recommend studyifitne Art of Waiby Sun Tzu, which asserts that “All
war is based on deception.”) Thinking about the interactions of offense and defeteadca
to a complex adaptive systems perspective, which in turn may yield furtrgtgabout
how to improve security. Some analysts have applied mathematical gamettheygr
security issue¥’

The war metaphor also leads to discussions of deterrence. Deterrence mayedarvaew
narrower sense of threatening potential attackers with some sort tretalor in a broader
sense of generally raising the prospective costs of an attack by improfengete(whether
passive or active) or having the resilience to withstand or quickly recover frotewsha
damage has been inflicted. As mentioned above, deterrence based on retaledtsy thr
implies an ability to perform the extremely challenging task ofoaition of attack origins.
Those favoring an emphasis on retaliatory deterrence point out that attdelests seem to
have the advantage: they can keep trying until they succeed, and the success & only on

!5 John Arquilla and David Ronfeldt, “A New Epoch — and Spectrum — of Conflict ,” Chapter One of In Athena’s Camp: Preparing for
Conflict in the Information Age (Santa Monica, CA: Rand Corporation, 1997), pp. 10-11. Available at
http://www.rand.org/pubs/monograph_reports/MR880/ .

16 See Neil C. Rowe, “A Model of Deception during Cyber-Attacks on Information Systems,” in IEEE First Symposium on Multi-Agent
Security and Survivability, 30-31 Aug. 2004, pp. 21- 30.

7 See Samuel N. Hamilton, Wendy L. Miller, Allen Ott, and O. Sami Saydjari, “The Role of Game Theory in Information Warfare”
available at http://mww.cyberdefenseagency.com/publications/The Role of Game Theory in_Information Warfare.pdf, and, by the
same authors, “Challenges in Applying Game Theory to the Domain of Information Warfare” at
http://Amww.cyberdefenseagency.com/publications/Challenges in_Applying Game Theory to the Domain of Information Warfare.pdf
. See also Peng Liu, Wanyu Zang, and Meng Yu, Incentive-based modeling and inference of attacker intent, objectives, and strategies,
ACM Transactions on Information and System Security (TISSEC), Volume 8, Issuel (February 2005), pages78-118.




attack out of many may provide satisfactory payoff. Others argue that, gevéomgy-term,
multi-sourced character of the threat, resources would be better investedtiy gnproved
protection than on retaliation in kind, or at the very least, a credible threat @itietathat
has the effect of deterring attack.

A related debate is whether cyber conflict should be approached as an ongaénikglym
to continue indefinitely without permanent winners or losers, or whether gameendin
victory is possiblé?

"o 8 " % .,

After the general discussion of metaphors, the workshop participants were asked to
propose lines of inquiry for three “breakout” groups that would explore broad systein-le
ideas for improving cyber security in the future. The concepts informing thesaasqui
might further develop a metaphor already introduced, utilize some combination of
metaphors, or merely be inspired by the preceding discussion. Box 2 lists hprojeased,
along with a few supporting points for each. Full group discussion of these ideasdresult
the combination of some, the exclusion of others, and the formulation of three topics for
further exploration. The three topics were entitled “Heterogeneity,” ‘Ntitig Secure
Behavior,” and “Cyber Wellness.” These are described in further dethi iremainder of
this report.

Box 2: Ideas for New Models of Cyber Security

Cyber Richter Scale

Published index of cyber dangers; lets lay peopsmthe relative impact of a threat.

Provides an anchor for wide public discussion adgappreciation of the breadth of impact.

Web of Trust

Federated systems —we both assemble systems frenselicomponents and rely on ensemble services upade
sub-services run by diverse entities.

How do we begin to understand how to make thesgra@c

Sun Tzu Metaphor (All Warfare is Deception)

Intelligence collection is not the only motive fryber attack. Think Sun Tzu—deception is anotheeabje. Let
us think of walking the cat back to see what theegloing.

Lying software: Have software lie in the presentsuspicious behavior just as people do.

Other metaphors may play in as well.

"Intrinsic” or "Baked in" Security

What does this really mean? Who does the baking?

How do we deal with conflicting security goals? ébanging roles?

Which problems will, or will not, be resolved thigy?

How can we effect change in a free market (socehgre we don't control the market ?

Cont'd next page

'8 For an argument that, at least, “cyberspace dominance” or “cyberspace superiority” is possible, see Rebecca Grant, Victory in
Cyberspace: An Air Force Association Special Report, October 2007, available at
http://mww.afa.org/media/reports/victorycyberspace.pdf.




Human Error Assumed

Steady state is one in which humans fail. Is elation of “stupid” errors really the easy part?
Put effort into designing a system where you asshumean error.

Do any other human systems have this solved?

Information ByWay

The way it was built it is a shared responsibildistributed responsibility.

Everyone has “car” insurance.

Secrets cost IT dollars.

Note: Misconfiguration—any intrusion up to one dfr@nal intent is usually system misconfiguration.
Nation state attacks exploit flaws.

Render Safe
Reduce the internet footprint of compute systems.
Recover from attacks to a state of inertness—i.enwgerturbed, return procedurally to a state cfttsafety.

Multicellular Life Metaphor

We have moved from simple computers to very compiestems; analogous to the transition from muhida
to complex systems.

What can we learn from evolutiaf single-cell life to multicellular? Do we havelearn how to get lots of
computers to collaborate in a robust manner the Wwary?

Wellness Metaphor

Analogies to diet/nutrition/prevention for maintaig system “wellness.”
Disease/bio attack analogies to cyber attacks.

Proposed system discussion context: future natitnilligent” power grid.

Futures Market

Using a futures market to predict large-scale cyberck: people's greed and self-interest utilagéhdicators
of impending cyber attack.

Those to invest the most will be the ones mostident in an analysis or the ones with some sort of
insider/expert knowledge. Also a good way of sysiriag information is distribution throughout the
population.

Futures and Trends

Trends say virtual 3D net with avatars for useesthe future of the internet: as in “Second Lifarfee, users
have a 3D identity.

Avatars holding personal info of each user.

How will this affect security?

Cyber Dosimeter
Computer systems given exposure indictors: takeemt that is invisible and make it visible.
Measure damage (e.g. risk exposure), measure aesiadrrelate and respond

FEAR:

Apply domain-specific risk models to computer syste
Degrade service for those with “risky” behavior
Better service with assurance

Model: skittish

Characteristics of a future state

In designing a new system, begin with a visionhef desired characteristics, in which security messare:
Intrinsic—built into the overall design

Integrated— see bio metaphor and health of ouesyst

Flexible—in fact of uncertainty, adapt before aiythhappens.

Cont'd next page




Guaranteed Software:

Require guarantees from software vendors on thenalesof bugs.

Produce radically simplified software tools (indlugl an operating system), which permit vendorsup b
insurance..

Diversity

Push the biological metaphor of biodiversity (sashconcepts of speciation, ecological niche, poedat
parasites, survival of the fittest, competition).

Look for analogies in coping with unexpected thseatien invasion, asteroid hit, flu pandemic etdhow could
those informed security planning and response?

Break system into smallest parts and mix them up.

Consider computer systems in which the interfasd®den hardware and software components remaig, stat
but the implementations are unpredictable. As aldgical systems, this means some of the populatitiibe
immune to any attack.

Further, for intelligent attacks that hide by wardiacross components, makes the makeup of theugario
components unpredictable to attack planners.

3 Fold Construct:

(Approach security from three related, but distipetrspectives)

Social Causes and Solutions

Insecurity results from self-interested individaald collective behavior, which must be understaowdi engaged
through cooperation and confrontation

Technical causes and solutions

The creation, design, and operation of computedsnatworks creates and influences opportunitiesyber
attack, as well as our ability to respond to attack

Economic markets, tradeoffs and incentives

Security is something society can produce: we mivgt a broad, diverse, and decentralized colleatioactors
and institutions the incentive to produce systeousty and compare/trade its value against othelatand
human goods and values.

The “Heterogeneity” approach draws on the ecological concept of biodiviersity
designing future computer network systems. In a very homogeneous ecologfieal,sy
severe environmental changes can lead to mass extinctions, while gneat@tydincreases
the chance that at least some species, or individuals within will survive. Corapsttams
may fail because of hardware software flaws that emerge only whgufzar unforeseen
system states are reached—in analogy to natural catastrophes in ecesyaitel
homogeneous systems are more likely to fail completely.

Similarly, computer networks in which all the components have the same vulniesbilit
are easier for attackers to bring down, while more diverse systems weoublkdstackers of
sufficient target knowledge to do as much damage. What is more, systems comprising
diverse hardware and software components would make it easier to confuse and deceive
attackers. It can thus be argued that diversity is one of the ways of “ba&ngitg into
systems—designing them from the start to be more secure, as opposed to addingtgn secur
measures later.



Operational unpredictability would increase their uncertainty about what tmégan
effective mode of attack. Frequent automated network reconfigurations might be an
operational way to introduce heterogeneity. Unpredictability might be seuday varying
cryptographic algorithms and keys. It was suggested that “late binding” cealthatease
attacker uncertainty. A related example offered was that of Google searches, in which there
is no way of knowing in advance which of the company’s thousands of servers will handle
any given request.

User interfaces among the diverse components should be common (necessartidat prac
use), and could thereby cover underlying diversity in function and implementation. An
analogy can be found in automobiles, where dashboard and other controls are faidgdsta
while the engine and other subsystem designs may vary quite widely. In thevagusers
need not be greatly inconvenienced by underlying variations in computer sofmdr
hardware operations. There are techniques (such as object-oriented prognatimehimgke
more heterogeneity feasible.

Moving toward more diverse systems would require both technical and policy advances
Technically, human designed systems tend to converge to uniformity. Therefozastae
need for new ways of creating software (and perhaps hardware components) that
automatically introduce diversity. The economics of the industry—imposiegiives for
convenience, efficiency, speed, and low cost—have impelled management, developers, and
service providers to press for uniformity. Uniformity provides economies & stabth the
production and maintenance of computer systems. Hence, there is a prevailing poesumpt
that standardization, rather than diversity, should be the norm.

Because standardization was so successful in enabling mass production in thialindustr
revolution, heterogeneity may seem counterintuitive. What is required is fermgognt and
industry consumers to recognize the security value of diversity. They migldrthearage it
by the following:

yielding to bottom-up desires for diverse hardware and software through more
varied procurement and willingness fund non vendor-specific technical support;

requiring multiple supply sources;

in procurements, focusing on performance requirements, not technical
specifications; and

demanding that these multiple vendors adhere to common interface and
interoperability standards.

19 For discussion of some relevant papers, see CarolTaylor and Jim Alves-Foss. (Eds.). (2005). “Diversity As a Computer Defense
Mechanism: A Panel,” Proceedings from New Security Paradigms Workshop 2005, Lake Arrowhead, CA (New York: ACM, 2005).

% «Binding is a process of matching function calls written by the programmer to the actual code (internal or external) that implements the
function. It is done when the application is compiled, and all functions called in code must be bound before the code can be executed.”
From http://support.microsoft.com/kb/245115, which also discusses the differences between early and late binding and why early binding
is usually preferred.




Although most procurement of information technology is commercial, US Government
procurement standards could help set market standards. In the commerciatrsettemefits
of improved security might make buyers more willing to pay the costs of iecreagersity,
while vendors could advertise good security as a selling point.

An issue of concern in the heterogeneity model is how applicable it might be to high-va
military, intelligence, law enforcement, or critical infrastructsiystems. On the one hand,
diversity could complicate the operation of these critical systems. On théhatierthe high
value of the targets involved may very well justify the additional costs of adoptireg m
heterogeneous systems. Moreover, increased heterogeneity in commetemtssyay lead
anyway to increased diversity in the government or critical infrasteiciperations, since
they frequent utilize commercially purchased systems.

There is also potential benefit to be gained in matching outputs from diverse computing
processes: agreement among them would suggest a higher probability of véiied res
“Voting” systems (such as used with the multiple computers on the Space Bheniléd
increase confidence in system reliability.

A second question about this approach is whether it might hinder the detection of
successful adversary attacks: system behavior might also be less pledinth
understandable to owners as well as to attackers. An answer to the question is that
heterogeneous systems would generate more data about adversangstaatt¢actics,
because the adversary would have to conduct more probing experiments to have much
chance at successful attacks. A related question is that of reconcilinggpmatency needed
for internal audits and evaluations with the opacity needed to keep adversariegurnoae
answer would be to limit the auditing function to a very few auditors, but to give thrgm ve
broad access.

Yet another question is whether prior system penetration would preclude thesbhanefit
moving to greater heterogeneity. An answer is that replacing exisstgnsgomponents
with newer, more varied, components could disrupt the existing penetration. And if the
penetration were by an insider, the chances would be lessened that any ongvmdiie
have complete understanding of the whole system.

Given the change from current practices proposed here, it is clear that cdimeidera
analysis, research, testing, and continuous “red team” challenging would bsangtes
ascertain exactly where and how the principles of heterogeneity coulddbefiectively
and efficiently applied.
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The second explored approach to the future of cyber security, “MotivatingeSecur
Behavior,” placed less emphasis than the first on underlying security tectasolaigd more

2 Each Space Shuttle carries four computers: ” The four general-purpose computers operate essentially in lockstep, checking each
other. If one computer fails, the three functioning computers "vote" it out of the system. This isolates it from vehicle contral. If a second
computer of the three remaining fails, the two functioning computers vote it out. In the rare case of two out of four computers
simultaneously failing (a two-two split), one group is picked at random.” See http://en.wikipedia.org/wiki/Space_Shuttle.



on the human element. The theme is inspired by taking an economic or market perspective
the security problem. The central concept is that many of the vulneralilitasrent

systems can be traced to human behaviors shaped by the structure of incaritigesath
suppliers and users of information technology. Therefore, the overall task ikeatreasier

for people to do the “right” thing and harder to do the “wrong” thing.

The ideal would be to instill a sense of shared responsibility—as opposed to a mindset of
forced compliance—among suppliers, system administrators, and users. &@gucati
community mores, and government advocacy might help (though changes in law, regulation
and market incentives may be more important). In particular, to encourage thmgegiort
problems so that the community can address them, users and administrators should not be
punished for self-reporting errors in their own security behavior, or blamedifgy the
victims of cyber attacks.

Responsibilities (and therefore incentives) should be developed for and byndiffgstem
levels and actors:

individuals (e.g., US consumers, managers);

institutions (e.g., Microsoft, universities);

government agencies (e.g., DOE, Sandia);

public policy makers(e.g., Congress, Executive Branch, agencies, coues), statl
standards bodies/associations (e.g., IEIGANN,?® BSA ** BITS-FSRP).

Individuals should be given user-friendly tools that make it easier for them tgeeimga
safe computer behavior, such as maintaining protective measures or tsiegrsal
practices. A technological challenge is to develop user interfacegthdegitimate users
the functionality they need, while making it more difficult for malicious inside abuse
their access. Institutions providing information technology services might ¢béohel
regulated standards of security and penalized by law or civil liabiliheitib no meet them.
Working with industry, insurance companies might establish insurance programs aga
security-related losses while helping to improve cyber security stidaovernment
agencies might help set marketplace standards through procurements thaizsrgacarity
improvements. The institutions that set public policy could establish standardsg, by la
improve law enforcement against cyber crime, or subsidize researchvahopdeent in
improved security measures. However, the potential threat of future regutatht, in
some cases, encourage the private sector to head off the regulation by impscseécgrity
performance. Standards bodies could help identify and achieve consensus on the most
appropriate and effective security standards. In any case, standards iandritiees to
adhere to them should be established not merely for their own sake, but in rational proportion
to the harm they are intended to preclude.

2 |nternet Engineering Task Force, http:/www.ietf.org/overview.html .

Znternet Corporation for Assigned Names and Numbérs//www.icann.org/
2 Business Software Alliance, http:/www.bsa.org .

% BITS, a division of the Financial Services Roundtable, http:/www.bitsinfo.org/ .




An apparent disadvantage of the Motivating Secure Behavior approach is thatsitgeem
address only the guardians and the victims, but not the attackers. On the other hand, the
concept of deterrence (see above, p. 23 ) is about providing disincentives to attackers, and
therefore might in principle be folded into this approach. A particularly veximd) &
attacker is that under the direction of a nation-state. There was someidisoag®nly of
how national adversaries might be deterred, but whether they might be engaged matvays t
lessened their motivations to attack and increased their desires to cooperate.

Another disadvantage of the focus on Motivating Secure Behavior is that it is \egle a
exactly what technologies developers, vendors, buyers, and users should be “indémtivize
create, sell, buy, and use. The implicit assumption is that with the right parfcem
standards adopted and widely accepted, the marketplace will produce the necessary
technologies.

L3

Of the three explored approaches to thinking about future cyber security, thex “Cyb
Wellness” approach is the one which mostly applied a single metaphor: that of hutitan hea
maintenance. It is also the one that had the widest scope, with analogies framHeatth
that could be applied both to the technical and behavior dimensions of cyber security. The
Cyber Wellness approach attempts to take a whole-system perspectiveoseybity. Its
objective is to keep the population (of users and networked systems) as healttsjides: pos
resistant to attacks, resilient under stresses, avoiding dangerous environesiatsetif
diseased, able to limit contagions. Much responsibility for personal (lockhes® depends
on individuals, but various levels of corporate and public health management, from the local
to the international, are equally important. Table 1 presents an overview possipags
from the human wellness to the Cyber Wellness domain.

Table 1. Human Wellness And Cyber Wellness Analogie s

Human Wellness Concept | Cyber Analog Comment

Personal health Individual computer security | User functionality is PC or
OR server centered
Security of “avatar” or mobile | User functionality is software
agent agent centered

Natural immune system Security measures built into | Built-in security still rare in
software or hardware computing

Healthy personal behavior User practices “safe” computing Focus otaksey
responsibility for protecting
“health” of computing

persona
Health education Cyber security education
Frequent check-ups Malware scans or other
diagnostics
Infectious diseases Viruses, worms In both cases, large array of

effects on the system is




“Normal” distribution of
pathogens
Bioterror attacks

Biowarfare

Dormant vs. active
pathogens

Day-to-day hacker activity

Concerted action by non-state
actors to damage particular
targets

State-sponsored acts to achiev
“military” objectives

Back doors or other latent
malware

possible

Emerging diseases

Zero day attacks on discover
vulnerabilities

ed

Epidemics

Botnets; contagious viruses

Immunizations

Employment of protective
software or hardware

Medical treatment

Application of diagnostics and
repair and replacement of
software or hardware

Doctors

System administrators

Medical Specialists

Cyber security specialists

Public health surveillance
and epidemiology

Network security monitoring,
analysis, and reporting

In both cases, may be done [at
local, regional, national, or

international levels

Public health protective
measures: warnings,
guarantines

Warning programs (e.g. DHS-
sponsored US-Computer

Emergency Readiness Team),
Isolation of “infected” systems

“US-CERT is charged with
protecting our nation's
Internet infrastructure by
coordinating defense agains
and response to cyber attacks.
US-CERT is responsible for
analyzing and reducing cybe|
threats and vulnerabilities
disseminating cyber threat
warning information
coordinating incident
response activities.”

=

Medical research

Cyber security research

This approach shares with the Motivating Secure Behavior approach an emphhsis on
role of individuals in behaving in ways that are protective of their security, hawel
providing systemic education and incentives to encourage them to do so. Thus, individuals
need to be alert to and avoid risks, maintain their immunizations, have regulde-tgsdo
look for incipient problems, seek specialized treatment when appropriate. In g#dgpar
users are not blamed for being “stupid,” but helped to care for themselves. Evehamnore t
the “Motivating” approach, however, Cyber Wellness encourages thinking about the
interactions of all the components at all levels of the “health” maintengstas



An issue raised during discussions of the Cyber Wellness metaphor or them was iwhethe
could suggest adequate responses to malevolent, intelligent attacks, given thatmaost
health problems (except use of bioweapons) were not in that category. One artbiger t
potential objection is that, at least in cases of infectious disease, humamsdeedttack”
by organisms that, though perhaps not intelligent, are highly configured to penetrate our
defenses and cause us damage of some kind. They also frequently have the abildiyto rapi
adapt to our responses to them. From the perspective of keeping individuals and populations
healthy, the question of whether intelligence and malevolence are involved is moot.

It is possible to consider many ways in which the Cyber Wellness approach could be
implemented in software and hardwat®ne of the issues stressed by the group exploring
this approach is that, as has frequently been observed, security should be “baked into”
information technology systems, not—as has been the rule thus far—added omlas¢®aal
an afterthought. This observation leads to the question of how to make the transition to more
inherently secure systems. At this workshop, participants adopted a workingepfentise
sake of discussion: the future of networked computing lies in mobile software agents
representing individual users—agents they labeled “avataAtording to the National
Institute of Standards and Technology (NIST) Computer Security Resource, Cente

Mobile agents are autonomous software entitieschiathalt themselves, ship themselves to
another agent-enabled host on the network, andncenéxecution, deciding where to go and
what to do along the way. Mobile agents are gogrbed, can communicate with other
agents, and can continue to operate even aftendiohine that launched them has been

removed from the networl%8

In the Cyber Wellness approach, the avatar is the user’s presence in commpdesne
and is the primary entity whose “health” is monitored and maintained. The awataiso
be supported by other, autonomous mobile agents that monitor agents and platfoons, dete
and warn of suspicious or malicious activities, and take corrective actiofsagents might
comprise a distributed “sensor” system that provided greater surveillanceaamdgv
capabilities than are available in the current CERT model.

Each avatar might have a “wellness” index, perhaps resembling today’s persaiial
scores, that is apparent to other avatars and to host platforms; this index would trexh be us
to limit or expand the avatar's freedom to operate in the system—uwith the treskagars
being quarantined entirely. In this way, each user has a direct incentieepis or her
avatar in good health. Security is a distributed, rather than centralized, fufiction.

% For example, an entire literature has developed in the past 15 years or so on applying the principles of biological immune systems to
the design of new operating systems, applications, and hardware. For one introduction, see the web site “Artificial Immune Systems” at
http://ais.cs.memphis.edu/ .

" |n the online computer gaming world, the “avatar” has meant a virtual representation of a person, rather than a representative of the
person, which has usually been called a “software agent.” The workshop group synthesized these two concepts into one.

2 http://csre.nist.govigroups/SNS/mobile_security/mobile_agents.html . The concept of mobile agents emerged in the professional
literature in the early 1990’s. For an expanded description of the concept, see Jeffrey M. Bradshaw, Chapter 1. "An Introduction to
Software Agents" in Software Agents (Cambridge, MA: MIT Press, 1997), pp. 4-45, available at http://agents.umbc.edu/introduction/01-
Bradshaw.pdf . A search of Google Scholar returns about 12,000 articles on mobile agents published since 2003.

2 Workshop participants also pointed out that avatars could incorporate the “HENRY” benefits of heterogeneity: there would be multiple
types of avatars, they might operate and travel unpredictably.




The idea of “baking security in” as networked computing makes increasngf usobile
agents sounds more sensible than continuing to adding on security measures after new
software and hardware are developed and fielded. Doing so, however would faceasignifi
technical challenges. As the NIST Computer Security Resource Cenfasihies] out,

The mobile agent computing paradigm raises seperacy and security concerns, which
clearly are one of the main obstacles to the widsspuse and adaptation of this new
technology... Mobile agent security issues includéhantication, identification, secure
messaging, certification, trusted third parties)-nepudiation, and resource control. Mobile
agent frameworks must be able to counter new thisatigent hosts must be protected from
malicious agents, agents must be protected froricimas hosts, and agents must be

protected from malicious agen?’[%

Note that, as indicated in this quotation, not only must the avatars carry semitgttipn,
but the hosts in the new paradigm would have to be protected just as much as do the
computers in the networks of tod¥yAlthough building security into avatar-oriented
computing would be challenging, there is a growing literature on mobile agemitgé In
fact, the NIST Computer Security Division quoted above has itself a reseagrhmron
that subject.

As desirable as it may be to “bake in” security, however, the Cyber Wellpgssah
rejects both the hope that some future end-state of perfect security veiidieed and the
fear that anything less than perfection is useless. Instead, it accéptsithtaining cyber
security will be a long-term, continuing, adaptive process.

Given the costliness of the current U.S. medical care system, one might bhasska
how Cyber Wellness could be affordably maintained. The answer is that theyattan
should be developed going forward in ways that avoid the costliest faults of the fibimer.
now widely recognized that prevention, disease management, and public healtresagesur
from a broad perspective, more cost-effective than expensive interventiangarcases.
(And, in contrast to the human health case, “terminally ill” avatars or hostrptetinay be
euthanized—or programmed to self-destruct—without major ethical problems. Not only
could they be “resurrected” in a safe environment, but they might exist in raultipl
instantiations, with intact copies stepping in to perform the functions of infecteadsaya

*|bid.

% A concept mentioned during the workshop was the Trusted Platform Module:

TPM (Trusted Platform Module) is a computer chip (microcontroller) that can securely store artifacts used to authenticate the platform
(your PC or laptop). These artifacts can include passwords, certificates, or encryption keys. A TPM can also be used to store platform
measurements that help ensure that the platform remains trustworthy. Authentication (ensuring that the platform can prove that it is what
it claims to be) and attestation (a process helping to prove that a platform is trustworthy and has not been breached) are necessary steps
to ensure safer computing in all environments.

Trusted Computing Group, “Trusted Platform Module (TPM) Summery,” at
https://mww.trustedcomputinggroup.org/groups/tpm/Trusted _Platform Module Summary 04292008.pdf .

*2 For an overview of the security issues and of possible means of addressing them, see Michael J. Grimley and Brian D. Monroe,
“Protecting the Integrity of Agents: An Exploration into Letting Agents Loose in an Unpredictable World” at
http://mmww.acm.org/crossroads/xrds5-4/integrity.html?searchterm=mobile+agents. See also Wayne Jansen and Tom Karygiannis, NIST
Special Publication 800-19 — Mobile Agent Security at http:/csrc.nist.gov/groups/SNS/mobile security/mobile agents.html and Ambrus
Wagner, “Implementing Mobile Agent Security In An Untrusted Computing Environment,” 8th International Conference on
Telecommunications, June 15-17, 2005, Zagreb, Croatia.




Whether used consciously or unconsciously, metaphors are integral to human thought and
communication. As with other subjects, this is true in discussions of cyber security
Analyzing the metaphors implicit in the current mainstream of cyber sgtuought can
illuminate the assumptions, logic, and perhaps the limitations of that thought.r&epteng
with alternative metaphors can lead to different perspectives on the problem aadamay
stimulate creatively different ways of dealing with it. In the workshppnted here,
participants were inspired to explore three broad concepts for approachingesinety in
the future: one emphasizing the utility of heterogeneously composed computeknetwor
systems in defending against cyber attacks; one stressing the importéndengfthe right
incentives to motivate information technology users, managers, vendors, suppliers, and
developers to behave in ways that would make systems more resistant to attawie a
taking a metaphorical “wellness” view of cyber security that might enahddistic design
for “baking” better security into the next generation of information networtesys

Some final observations of workshop participants were that those responsilelifgr s
future directions for cyber security need to

have a bold vision of where we want to go, then figure guadual
adoption/implementation strategy;

accept and sustain a strategy through the inevitably gradual and evolutionary
process that will ensue; and

show benefits for users and operators, not just push solutions that aren’t seen as
beneficial outside the security world.
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PhD in Physics from the University of Cincinnatidean BS in Physics from Rensselaer Polytechnictlristi

Neil C. Roweis Professor of Computer Science at the U.S. N@watgraduate School, where he has been since
1983. He has a PhD in Computer Science from Stdrtdaiversity (1983), and E.E., S.M., and S.B. éegr

from the Massachusetts Institute of Technology.résn research interest is the role of deception in
information processing, and he has also done redlsear intelligent access to multimedia databases,
surveillance systems, image processing, robotic plainning, and intelligent tutoring systems. Héhis author

of over 140 technical papers and a book.

Keith T. Schwalmis a consultant in the areas of information séguniomeland security, critical infrastructure
protection, and computer forensics. He servedifgittg/ears as a special agent with the U.S. S&etice,
focusing on electronic and high-tech investigatidfis served as a member of the Electronic Crimeigpe
Agent Program, with assignments in the Albuquerg@asident Office, Financial Crimes Division, Offiog
Congressional Affairs and the Homeland Securityidn. He was Director of Infrastructure Protectiorthe
President's Critical Infrastructure Protection Bbat the White House from 2001 to 2002. He wasuading
director of the Science and Technology Directoedtine Department of Homeland Security, managieg th
Secret Service and Cyber Security R&DTE Portfollds.holds a BA in Political Science from the Unsigy



of New Mexico and a MS in Computer Science fromdaiadison University. He is a Certified Informatio
Systems Security Professional and Information Syst8ecurity Management Professional, is a certifieds
Mexico Department of Public Safety Instructor, &¥ag a certification pending for ISO 27001:2005 lead
auditor.

Anil Somayaji is an Assistant Professor in the School of Compbsééence at Carleton University. He received
a BS degree in mathematics from the Massachusstitute of Technology and a PhD degree in commpute
science from the University of New Mexico. He hass/ed on the program committees of the USENIX Sgcur
Symposium and the New Security Paradigms Worksammng others. His research interests include caenput
security, operating systems, complex adaptive systand artificial life.

Eugene H. Spaffordis Professor of Computer Science, Professor aftiidal and Computer

Engineering (courtesy), Professor of Communicatemurtesy) and Professor of Philosophy (courtesly/at
Purdue University. and. He holds the degrees ofrBMathematics and Computer Science from State
University of New York at Brockport, MS and PhDIiformation and Computer Science from Georgia
Institute of Technology, and DSc (honorary) frorat8tUniversity of NY. His current research inteseste
focused on issues of computer and network secustyercrime and ethics, and the social impact ofating.
He is the founder and executive director of thet@efor Education and Research in Information Assoe
and Security (CERIAS). This university-wide instéwaddresses the broader issues of informationigseand
information assurance, and draws on expertise esghrch across all of the academic disciplinesiaiue. He
has received recognition and many honors for leaech, including being named as a Fellow of th&IAQY
the AAAS, and of the IEEE. He has been awardedsts an Honorary CISSP (Certified Information Syst
Security Professional), by the (ISC)2 and namea m&mber of th&SSA's Hall of Fameln October of 2000,
he received the field's most prestigious awardNt&T/ NCSC National Computer Systems Security Advar
He holds numerous other professional awards asameltds for his teaching from Purdue, NCISSEE,tard
IEEE Computer society. Among many professionaléas, he is chair of ACM's U.S. Public Policy
Committee and is the academic editor of the jou@mhputers & Security

Alfred C. Yen is a Professor of Law at Boston College Law Schioaly School Fund Scholar, and Director
of the Emerging Enterprises and Business Law Progkte is a nationally known scholar who has pulelish
numerous articles about copyright law, the InterAstan-American legal issues, and law teaching.rdcent
works include "Third Party Liability After /Grokste" which appeared in tHdinnesota Law Revieand a
forthcoming new casebook on copyright (co-authavéd Professor Joseph Liu) entiti&@bpyright: Essential
Cases and MateriaJavhich will be published by West Publishing in 30®e received his BS and MS from
Stanford University and his J.D. from Harvard Lagh&ol.

Sandia National Laboratories Participants

Rob Leland [Host] is Director, Computing and Network Services. Hmpteted undergraduate studies in
electrical engineering with a minor in mechaniaagi@eering at Michigan State University. He attahde
Oxford University as a Rhodes Scholar and studpgdied mathematics and computer science, completing
PhD in 1989. He then joined Sandia National Lalwies and pursued research in parallel algorithm
development, sparse iterative methods and applegghgheory. In 1995 he served for one year as éeéWh
House Fellow advising the Deputy Secretary of thea$ury on technology modernization at the IRS.rJpo
returning to Sandia, he led the Parallel CompuBiniggnces Department in developing algorithms affitvace
tools for the laboratory’s supercomputing effontsl @lso served as a member of Sandia’s Advancedepts
Group studying long term national security isslie2002 he became the Senior Manager responsible fo
Computer and Software Systems, the group whichldpegd the Red Storm supercomputer system. In 2805 h
became Director of the Computing and Networking/Bes Center at Sandia, a 650 person organization
responsible for operation of scientific supercormand enterprise computing platforms, voice aaid
networks, desktop support, and cyber security fordi&’s New Mexico site.

Robert M. (Mike) Cahoon, Manager, Cyber Security Dept.
Stephanie Castillois the Cyber Technical Expert at the Office of Gmuintelligence, Sandia National

Laboratories (SNL). She has a Master of Scienddanagement Information Systems from the Universfty
Arizona and a Bachelor of Business Administratiamf the University of New Mexico. She has worked at



SNL for the last six and a half years. She spenfitkt five years developing information solutidnos SNL
organizations and external customers.

Rebecca D. Hortonis Senior Manager in the Information Systems Asigl{Center at Sandia National
Laboratories. Joining Sandia in 1984, she has vebikesafeguards and security programs for both dtime
and international applications. She worked as $evianager for Advanced Security Technologies Pnogra
Office in the Security Systems and Technology Cembanaged the Entry Control and Contraband Detecti
department (a technology-based group involved iseBech, Development, Testing, Deployment and trgini
and program development for High Explosives Counéarsures); and was Program Manager for the
International Nuclear Materials Protection Progiamd for the On-Site Monitoring R&D Program for Arms
control and Nonproliferation. She worked on a terappassignment at DOE Headquarters supporting the
Office of Arms Control and Nonproliferation on int@tional work in a number of countries on the ptgls
protection of nuclear materials and on internafi@afeguards. Prior to management, she workedagovi
image and signal processing technology developamshimplementation projects for Domestic Security a
DOE sites and for International Safeguards fortiernational Atomic Energy Agency. She has a BS/EE
degree from New Mexico State University and a MSéiegree from Stanford University.

Munawar (Monzy) Merza, Cyber Monitoring & Policies Dept.

Steven Rinaldimanages the Effects-Based Studies Departmentidi&alational Laboratories’ Information
Systems Analysis Center. He joined Sandia Natibahbratories in April 2002, and was the Joint Paogr
Director of the National Infrastructure Simulatiand Analysis Center until April 2003. He undertdok
current position in February 2005, and is respdedir advanced information system assurance pnogjra
agent based systems, and software integratior. ®rjoining Sandia, he served on active duty adiafrorce
officer, holding numerous positions in the USAFestie and technology community, with assignmentkén
White House Office of Science and Technology Polibg Pentagon, Headquarters Air Force Materiel
Command, and the Air Force Weapons Laboratory.lste served as a military exchange scientific offiae
Ecole Polytechnique, Palaiseau, France. He refioed the Air Force in June 2002 with the rank oéliienant
Colonel. He received a Master’s degree in elecptice and a PhD in physics from the Air Force bugs of
Technology. He is a graduate of the Defense Larglaslitute, Squadron Office School, Air Command an
Staff College, School of Advanced Airpower Studisd Air War College.

Bridget Rogers Manager, Systems Technology Dept.

Edward B. Talbot is Manager, Sandia National Laboratories, Comparte Network Security Department,
which is responsible for Sandia California's neta®ecurity operations (wired and wireless), thevoek
security architecture, the Center for Cyber Defesnd€CD) program, and information security reseafdte
department performs vulnerability analyses of nekw@nd networked systems, provides operationgletip
for third parties, and develops prototype systesngdmbating terrorism. He graduated from the DeVry
Institute of Technology, Phoenix, with a BS in Etexal Engineering Technology in 1976. Upon gradhuathe
was employed by Sandia, where he worked on thelg@vent of the B83 bomb. In 1986, he obtained an MS
in Computer Science at University of CalifornidDatvis. Over the years, he played leading rolegvesal
other nuclear weapon programs, including the W8&j&se missile alternative warhead) and the W871.996,
he was appointed to the Fissile Material Disposiffsogram as the Lead Systems Engineer. In 200dake
promoted to Manager of the Advanced Systems Degattof the California Weapons Systems Engineering
Center

Sandia Facilitators and Note Takers

John C. Cummingsis a management consultant who retired from SaNdit@onal Laboratories in 2008. He
worked at Sandia for 32 years. He was a senior garia the Advanced Concepts Group (a small thamk}
and also served as the Director of a project onge® control systems security research for théutesfor
Information Infrastructure Protection (I3P). He vaasassignment from Sandia in Washington, DC fr@®32
2005 as the Director of the R&D program for criticdrastructure protection for the Science andhredogy
Directorate of the Department of Homeland SecyfityS), where he was Chair of the Infrastructure
Subcommittee (of the National Science and Technpologuncil) and led an interagency effort to crebgefirst
National Plan for Research and Development in StpgdcCritical Infrastructure Protection. Just befahat,
he was the Deputy to the Chief Technology OffideB@andia. He is a member of the Science Advisory




Committee the DHS Center for Risk and Economic gsialof Terrorism Events (CREATE) at the University
of Southern California and of the American PhysBatiety Division of Fluid Dynamics. He has recegntl
served on panels of the Defense Science Boardamdhb the U.S. representative to the Internatidtahic
Energy Agency working on the mitigation of hydrogemmbustion hazards in nuclear power plants. He
received his BS, MS, and PhD (1973) degrees froliecla

Kathryn Hanselmann is a member of Sandia's Partnership DevelopmeBtginess Intelligence group and
currently works with the Information Operations @srsupporting business planning. She holds an NB#
the University of New Mexico’s Robert O. Andersora@uate School of Management and joined Sandia in
2000.

Tom Karas is a Principal Member of Technical Staff at Sard&ional Laboratories and a member of the
Strategic Studies Dept., within the Institutionav@lopment Center, since 2007. For 8 years he wasnaber
of the Sandia Advanced Concepts Group, where dsed on such diverse issues as bioterrorism,ipubl
health surveillance, border security, energy polignsportation policy, the international secunihplications
of global climate change, nuclear weapons poliag, she implications of applying converging nartae-,
info-, and cognitive technologies to enhancing hammagnitive capabilities. He began work at Sandithe
Systems Analysis Center, where first task was &vewof the role of the Labs in the context of Ui&leral
R&D Policy, followed by several projects relatirgdtrategic nuclear arms control. For 13 yearsreefuat, he
was at the Congressional Office of Technology Assest (de-funded in 1995), where he participateahth
directed extensive studies on space policy, misigfense, arms control verification, and prolifenatof
weapons of mass destruction. He holds a PhD itigadlscience from Harvard and a BA in the samigext
from Yale.

Judy Moore holds a PhD in mathematics from New Mexico St#téversity (Infinite Abelian Groups), an MS
in Mathematics from Texas A&M University (Point Setpology) and a BA in Mathematics from North Texas
State University. She spent more than 26 yearamdi& National Laboratories as a researcher andgeaof
research efforts—mostly in the field of informatisecurity and analysis. She began in 1981 as anad® in
cryptology and authentication and served as a matieal consultant on a wide range of Sandia ptsjec
especially in the command and control (C2) of nacieeapons, where she specialized in both the nlesid
analysis of C2 protocols. In 1990 she became anteghmanager of groups which developed securevaodt
systems for nuclear weapons use control systems|aied advanced concepts for nuclear weapon C2
systems, and performed cryptographic research emelabment. She served as a spokesperson for Sandia
"Information Surety"—a term coined by Sandia to reéfethe balancing of information security, intég@nd
availability. From 1999 to 2006, she was a memlf¢he Advanced Concepts Group, a “technical tharkkt”
exploring the future problems of the nation andwiag in which Sandia can contribute to solutionthimse
impending problems. In that role she developed waitbther researcher, John Whitley, an innovativeksimp
design for large scale brainstorming known as &t:F&he is often sought for the design and fadibin of
these Fests. Her last role at Sandia before hesgmegnt early in 2008 was managing R&D in inforroati
assurance and information analysis techniquesn8Wvedoes technical consulting in math, cyber ségand
workshop design as well as math education actsvitie

Lori Parrott is manager of the Strategic Studies Departmemitjmihe Institutional Development Center at
Sandia, which conducts analyses and studies afn@tsecurity-related concepts and issues for eabidrship.
Before joining Strategic Studies, she was a memb8andia’s Advanced Concepts Group, managed Sandia
corporate strategic planning and executive counaild also served as lead Congressional Liaisothéor
laboratories. She holds a Masters of Science iar8ei Communications from Rensselaer Polytechntitutes

in Troy, NY, and a Bachelors in Earth Science (6gg) from lowa State University.

Ricky Tam is a Senior member of the Technical Staff in thisiBess Development Support Office in the
Sandia California Site Business Office.

Drew Walter is a Senior Member of the Technical Staff at Sahtliional Laboratories, where he assists Lab
executive leadership in exploring and defining ldegn strategies as a member of the Strategic &udi
Department. His current portfolio includes assigiimthe development of a Lab-wide cyber securigssage
and strategy. Before joining the department, hetsieee years with Sandia’s Security Systems and
Technology Center designing and analyzing secayisfems for nuclear weapons and other applicatiuitis,



customers including the Department of Defense, Biepnt of Energy, other government agencies, aivéier
industry. His projects included several effortsntiegrate cyber and physical security assessmetfioaielogies
for high consequence applications. Prior to joirfBandia, he earned a BS and MS in Mechanical Eagimg
from the Rochester Institute of Technology.
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